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DETAILED ACTION 

1. Claims 21-31 remains pending. Claims 1-20 are cancelled. 

Response to Arguments 

2. Applicant's arguments filed 7/24/2009 have been fully considered but 
they are not persuasive. 

Applicant argues that the Allen reference does not disclose generating a virtual 
key and does not provide any reason to generate a first use password for the fire 
department or the process of monitoring/control of the building's status for which 
Scheidt first use password could be substituted. Examiner traverses that Scheidt 
cannot be combined or substituted with Allen to teach the obviousness of generating a 
virtual key. Allen discloses the fire department personnel can monitor and control the 
building's status upon receiving the initial alarm signal and prior to arriving at the 
building to override elevators or door functions (co.3, lines 1-6 and col. 19, line 37- 
col.20, line 40 and col. 20, lines 45-60). Thus, it would have been obvious with Scheldt's 
virtual key (i.e. password) can be used to override elevators or door function so as to 
ensure only authorized persons are able to access/operate certain functions as need. 
Else, without the virtual key any (unauthorized) persons can simply access/operate the 
elevators/doors outside from its normal functions as they please (i.e. stopping the 
elevators or locking the doors) for their own purpose. As such, motivation to combine 
Allen's monitoring and control system with Scheldt's computer network security system 
to include a virtual key is to allow particular authorized persons to access/operate the 
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elevators/doors outside of its normal functions (i.e. emergency, fire, repairs, after hours 
access, etc.). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
1 02 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

3. Claims 21-31 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Allen, et al. (US 6,000,505) and further in view of Scheidt (US 7,111,173). 
As per claim 21: 

Allen discloses a method of initiating a procedure within a building comprising the steps 

of: 

a. defining at least one initiating event for the procedure which event does not involve a person 
arriving at the building; [col.3, lines 40-50 and col.6, lines 50-64] 

b. defining at least one security requirement for the procedure; [col.3, lines 52-62 and col.9, 
lines 25-30] 

c. defining at least one person to be authorized to perform the procedure; [col.3, lines 1-3 and 
col. 20, lines 47-56] 
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d. detecting the occurrence of the at least one initiating event wherein the at least one person 
does not define the at least one initiating event and does not cause the occurrence of the at 
least one initiating event; [col.5, line 63 - col.6, lines 17 and col. 13, lines 15-28] 

e. generating a virtual key [Scheidt - col.9, lines 5-10] tor the at least one based on the at 
least one requirement detecting the occurrence of the at least one initiating event and prior to 
the at least one person arriving at the building; [col.20, lines 2-5] 

f. transmitting virtual key to the at least one person; [Scheidt - col.9, lines 10-13] 

g. detecting use of the virtual key by the at least one person in the building; [Scheidt - col. 14, 
lines 21-32] 

h. checking the validity of the virtual key; and [Scheidt - col. 10, lines 23-25 and col. 14, lines 
33-67] 

i. initiating said procedure within the building if the validity check is positive [Scheidt - col. 10, 
line 55-col.11, lines 20] wherein initiating the procedure consists of performing at least one of 
the steps of: 

opening of at least one door of the building; [col.4, lines 28-42 and col.6, lines 48-65] 

making at least one elevator available; 

opening of at least one elevator door; and 
j. performing said steps a. through i. in an access control computer system associated with the 
building, [col. 19, line 37 - col.20, line 60] 

The claimed initiating event can broadly be interpreted as to begin or trigger a function 
or event. Allen defines the initiating event as an emergency or fire/smoke condition causing a 
signal (col.5, line 63 - col.6, lines 17) to a building security station, to a fire department, and to 
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an alarm system to alert or alarm a fire/smoke so that procedure(s) is initiated accordingly 
(col.3, lines 3, lines 40-62 and col.4, lines 37-49). A procedure can broadly be given as 
opening/closing predetermined doors, operation of fire doors, sounding alarms, elevator 
functions, etc. (col. 6, lines 50-64 and col. 9, lines 25-30) Allen discloses a signal control 
system has a communication mechanism connectable to a remote communication system at a 
location remote from the building (i.e. fire department). The communication mechanism sends 
the detection signal and at least one status signals to the remote communication system to 
providing building status information to the location remote from the building that has detected 
an emergency condition in the building (col. 5, line 63 - col. 6, lines 17). Allen's invention reads 
the claimed invention that does not involve a person arriving at the building since fire/smoke is 
detected by sensing devices which then initiates an emergency or fire/smoke condition for 
procedures (as discussed above) within the building. As a result, the fire department 
personnel can monitor and control the building's status upon receiving the initial alarm signal 
and prior to arriving at the building to override elevators or door functions (co.3, lines 1-6 and 
col. 19, line 37 - col. 20, line 40 and col .20, lines 45-60). Hence, Allen reads on the limitations 
of steps a-e. However, Allen does not go into further details of generating virtual key based 
the requirement and steps f-i related to the generated virtual key. 

Scheidt discloses as a convenience the password is distributed to users that will unlock 
user credentials [Scheidt - col. 5, lines 22-40]. Scheidt discloses the credentials includes 
passwords, biometric data, encryption key, and signature which are all used for authentication 
of a user [Scheidt - col. 8, lines 6-60 and col. 10, line 55-col.11, lines 20]. 
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Thus, it would have been obvious for a person of ordinary skills in the art at the time of 
the invention to combine Allen with Scheidt teaching the limitations of virtual key in steps e-i 
because to authenticate users which allows only authorized users [Scheidt - col. 8, lines 6-60 
and col. 10, line 55-col.11, lines 20] 

As per claim 22: See Scheidt - col.8, lines 6-60 and col.9, lines 5-10; discusses a step of 
assigning an encrypted code to the virtual key. 

As per claim 23: See Scheidt - col.8, lines 6-60 and col.9, lines 5-30; discusses the 
steps of adding a signature to the virtual key and identifying a recipient of the transmitted 
virtual key by the signature. 

As per claim 24: See Allen on col. 6, lines 50-64 and col.9, lines 25-30 and Scheidt - 
col. 10, line 55-col.11, lines 20; discusses defining different procedures for different initiating 
events. 

As per claim 25: See Allen on col.6, lines 50-64 and col.9, lines 25-30; discusses 
defining different requirements for different procedures. 

As per claim 26: See Allen on col.6, lines 50-64 and col.9, lines 25-30 and Scheidt - col.8, 
lines 6-60 and col.9, lines 5-30 and Scheidt - col. 10, line 55-col.11, lines 20; discusses 
transmitting different virtual keys to said person for different initiating events. 
As per claim 27: Scheidt - col.8, lines 6-60 and col.9, lines 5-30; discusses storing said 
virtual key partially or completely. 

As per claim 28: See Scheidt - col.8, lines 6-60 and col.9, lines 5-30; discusses the 
steps of identifying the at least one person with biometrics characteristics. 
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As per claim 29: See Allen on col. 5, line 63 - col. 6, line 64 and Scheidt - col. 10, line 55-col.11, 

lines 20; discusses the method according to Claim 21, further comprising at least one of the steps of: 

initiating a control procedure of an elevator in the building; initiating a medical assistance procedure; 

initiating a building cleaning procedure; and initiating a guest reception procedure. 

As per claim 30: See Scheidt - col.8, lines 6-60 and col.9, lines 5-30; discusses the step 

of transmitting the virtual key using wireless devices. 

As per claim 31: 

Allen discloses a method of initiating a procedure within a building comprising the steps 

of: 

a. defining at least one initiating event for the procedure which event does not involve a person 
arriving at the building; [col. 3, lines 40-50 and col. 6, lines 50-64] 

b. defining at least one of a security requirement and an availability requirement for the 
procedure; [col.3, lines 52-62 and col.9, lines 25-30] 

c. defining at least one person to be authorized to perform the procedure; [col.3, lines 1-3 and 
col.20, lines 47-56] 

d. detecting the occurrence of the at least one initiating event wherein the at least one person 
does not define the at least one initiating event and does not cause the occurrence of the at 
least one initiating event; [col.5, line 63 - col.6, lines 17 and col. 13, lines 15-28] 

e. generating a virtual key [Scheidt - col.9, lines 5-10] for the at least one based on the at 
least one requirement detecting the occurrence of the at least one initiating event and prior to 
the at least one person arriving at the building; [col.20, lines 2-5] 

f. transmitting virtual key to the at least one person; [Scheidt - col.9, lines 10-13] 
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g. detecting use of the virtual key by the at least one person in the building; [Scheidt - col. 14, lines 
21-32] 

h. checking the validity of the virtual key; and [Scheidt - col. 10, lines 23-25 and col. 14, lines 
33-67] 

i. initiating said procedure within the building if the validity check is positive [Scheidt - col. 10, 
line 55-col.11, lines 20] wherein initiating the procedure consists of performing at least one of 
the steps of: 

opening of at least one door of the building; [col.4, lines 28-42 and col.6, lines 48-65] 

making at least one elevator available; 

opening of at least one elevator door; and 
j. performing said steps a. through i. in an access control computer system associated with the 
building, [col. 19, line 37 - col.20, line 60] 

The claimed initiating event can broadly be interpreted as to begin or trigger a function 
or event. Allen defines the initiating event as an emergency or fire/smoke condition causing a 
signal (col. 5, line 63 - col.6, lines 17) to a building security station, to a fire department, and to 
an alarm system to alert or alarm a fire/smoke so that procedure(s) is initiated accordingly 
(col.3, lines 3, lines 40-62 and col.4, lines 37-49). A procedure can broadly be given as 
opening/closing predetermined doors, operation of fire doors, sounding alarms, elevator 
functions, etc. (col.6, lines 50-64 and col. 9, lines 25-30) Allen discloses a signal control 
system has a communication mechanism connectable to a remote communication system at a 
location remote from the building (i.e. fire department). The communication mechanism sends 
the detection signal and at least one status signals to the remote communication system to 
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providing building status information to the location remote from the building that has detected 
an emergency condition in the building (col. 5, line 63 - col. 6, lines 17). Allen's invention reads 
the claimed invention that does not involve a person arriving at the building since fire/smoke is 
detected by sensing devices which then initiates an emergency or fire/smoke condition for 
procedures (as discussed above) within the building. As a result, the fire department 
personnel can monitor and control the building's status upon receiving the initial alarm signal 
and prior to arriving at the building to override elevators or door functions (co.3, lines 1-6 and 
col. 19, line 37 - col. 20, line 40 and col .20, lines 45-60). Hence, Allen reads on the limitations 
of steps a-e. However, Allen does not go into further details of generating virtual key based 
the requirement and steps f-i related to the generated virtual key. 

Scheidt discloses as a convenience the password is distributed to users that will unlock 
user credentials [Scheidt - col. 5, lines 22-40]. Scheidt discloses the credentials includes 
passwords, biometric data, encryption key, and signature which are all used for authentication 
of a user [Scheidt - col. 8, lines 6-60 and col. 10, line 55-col.11, lines 20]. 

Thus, it would have been obvious for a person of ordinary skills in the art at the time of 
the invention to combine Allen with Scheidt teaching the limitations of virtual key in steps e-i 
because to authenticate users which allows only authorized users [Scheidt - col. 8, lines 6-60 
and col. 10, line 55-col.11, lines 20] 

Conclusion 

4. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension 
of time policy as set forth in 37 CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first reply 
is filed within TWO MONTHS of the mailing date of this final action and the 
advisory action is not mailed until after the end of the THREE-MONTH 
shortened statutory period, then the shortened statutory period will expire on 
the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In 
no event, however, will the statutory period for reply expire later than SIX 
MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Leynna T. Truvan whose telephone 
number is (571) 272-3851. The examiner can normally be reached on Monday 
- Thursday (7:00 - 5:00PM). 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached on (571) 272-3859. The fax 
phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see 
http://pair-direct.uspto.gov. Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 
9197 (toll-free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
9199 (IN USA OR CANADA) or 571-272-1000. 
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